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Application Note for Modbus/TCP implementation in Node-RED

Abstract:

In this application note we will describe how to read and write data from Modbus/TCP
Coupler using a u-control controller (Web or IOT) with Node-RED as a master.
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Hardware reference

No. Component name Article No. Hardware / Firmware version
1 UC20-WL2000-10T 1334990000 FW: 1.6.0 (or higher)
2 UC20-WL2000-AC 1334950000 FW: 1.6.0 (or higher)
3 UR20-FBC-MOD-TCP 1334930000 FW: 2.0.7 (or higher)
4 UR20-FBC-MOD-TCP-V2 2476450000 FW: 2.0.7 (or higher)
Software reference
No. Software name Article No. Software version
1 Node-RED - -
File reference
No. Name Description Version
ANO009-UC20-WL2000 The file contains a screenshot of
1 ModbusTCP master a Node-RED flow and a .json file, -
implementation in Node-RED.zip related to this application note
Contact
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1 Warning and Disclaimer

Warning

Controls may fail in unsafe operating conditions, causing uncontrolled operation of the controlled
devices. Such hazardous events can result in death and / or serious injury and / or property
damage. Therefore, there must be safety equipment provided / electrical safety design or other
redundant safety features that are independent from the automation system.

Disclaimer

This Application Note / Quick Start Guide / Example Program does not relieve you of the obligation
to handle it safely during use, installation, operation and maintenance. Each user is responsible
for the correct operation of his control system. By using this Application Note / Quick Start Guide
/ Example Program prepared by Weidmdller, you accept that Weidmiller cannot be held liable for
any damage to property and / or personal injury that may occur because of the use.

Note

The given descriptions and examples do not represent any customer-specific solutions, they are
simply intended to help for typical tasks. The user is responsible for the proper operation of the
described products. Application notes / Quick Start Guides / Example Programs are not binding
and do not claim to be complete in terms of configuration as well as any contingencies. By using
this Application Note / Quick Start Guide / Example Program, you acknowledge that we cannot
be held liable for any damages beyond the described liability regime. We reserve the right to make
changes to this application note / quick start guide / example at any time without notice. In case
of discrepancies between the proposals Application Notes / Quick Start Guides / Program
Examples and other Weidmiller publications, like manuals, such contents have always more
priority to the examples. We assume no liability for the information contained in this document.
Our liability, for whatever legal reason, for damages caused using the examples, instructions,
programs, project planning and performance data, etc. described in this Application Note / Quick
Start Guide / Example is excluded.

Security notes

In order to protect equipment, systems, machines and networks against cyber threats, it is
necessary to implement (and maintain) a complete state-of-the-art industrial security concept.
The customer is responsible for preventing unauthorized access to his equipment, systems,
machines and networks. Systems, machines and components should only be connected to the
corporate network or the Internet if necessary and appropriate safeguards (such as firewalls and
network segmentation) have been taken.

ANO0009v5_2022/01 Weidmiiller 3¢ 4



Application Note for Modbus/TCP implementation in Node-RED

2 Requirements

The connection diagram that has been used as an example is the following:

< MODBUS TCF/IP >

IOT CONTROLLER MODBUS COUPLER

You need at least 1 digital output module which is connected as the first module at the Modbus
coupler in order to do this tutorial. In this example we will use a 8DO module, but you can also
use 4DO or 16DO.

ANO0009v5_2022/01 Weidmiiller 3¢ 5
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3 Configuration Modbus Coupler

In order to read and write, no further configuration on the Modbus coupler is needed.
The purpose of accessing this interface through web browser is to check the results of writing and
reading — Monitoring.

Default IP via USB: 192.168.1.202

If you cannot establish a USB-connection, you can try with 192.168.X.202, where X must be a
number between 1 to 5 (inclusive).

> + -] 2

Extras ~ Firmware Login Language ~

cc

s || &l
L&
3
Q[ L
= || s

Check the LAN IP of Modbus Coupler (Default: 192.168.0.222). Modbus connection timeout can
be set to 60 for stable connection and testing.

oupler: UR20-FBC-MOD jomdenr

Un

DHCP and Static

Enabled

For all connecices

|
)

Disabled

If LAN IP is given through a DHCP-Server or changed manually, you must use this instead.

ANO0009v5_2022/01 Weidmiiller 3¢ 6
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4 Configuration IOT Controller

» Access the IOT web server or configuration interface through any browser.
Default IP via USB:  192.168.10.202

Maybe you must first log in with <admin> and <Detmold>.

Ty

-

\ L
’

W AR

l‘. g

..-‘

hittp://192.168.10.202 15 requesting your username and password. The site says: “u-control”

User Name: !

Password: l sesseee

| ok || cancel

Starting from the software version 1.2.0, web-interface of UC20-WL2000-IOT and
UC20-WL2000-AC have the same design. The main difference is in the enabled functionalities,
which depend on the controller type.

Your type of controller is displayed in the upper left corner.

€)-> C @ G} 192.168.10.202/%/home

UC20-WL2000-10T

ANO009V5_2022/01 Weidmiiller 35 7
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» Start the Node-RED with Open application

Welcome to

Real-time application

Rl o i=
Devices Program Global variables Visualisation

Connedctivity / Apps

= LJ
= e #OPC UA

Node-RED u-link Remote Access OPC UA Server
Flow-based programming tool for Quick remote access for simplified Application that exposes services for OPC
transferring and manipulating data from maintenance and increased availability of UA Clients, enabling machine-to-machine
devices. APIs or online services. machines and systems. communication in industrial automation

Open u-link settings Open application

ANO0009v5_2022/01 Weidmiiller 3¢ 8
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We want to make a connection to a Modbus coupler. This is special, because Modbus/TCP nodes
are not installed by default. It is necessary to add them first.
1. Go to menu and click on Manage palette.

~= Deploy a =

iinfo | View
Import
~ Flows Export
=
» B Search flows
>
+1 Configuration nodes
» Subflg
> Global Flows
Subflows
Groups
Manage palette
Seftings

Keyboard shortcuts
MNode-RED website
vil2

2. Goto Install tab, search the nodes and click Install.

User Settings

Close

sort:| |F | az | recent =

View Nodes / @

Keyboard

a modbustcg|

Palette
i node-red-contrib-modbustcp &

Mode-RED nodes for communicating with a MODBUS TCP Server.
W 1.2.3 % 3years, 5months ago

& node-red-contrib-modbustcp-box &
Mode-RED nodes for communicating with a MODBUS TCP Server on groov Edge
Appliance

% 121 [ 3years, 1 monthago install

& node-red-contrib-modbustcp-no-pooling &
MNode-RED nodes for communicating with a MCDBUS TCP Server with no poocling to slave
device regisiers.

W 017 By 5years 9 months ago install

i compactcom-40-nodes
Access Anybus CompactCom 40 enabled devices to read device information and
application data instances

W 101 By 4years 9 months ago install

AN0009v5_ 2022/01 Weidmiiller 3t 9
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3. Click Install again.

Installing 'node-red-contrib-modbustcp'

Before installing, please read the node’s documentation. Some nodes
have dependencies that cannot be automatically resolved and can
require a restart of Mode-RED.

Cancel Open node information Install

If an error message occurs, please check the network settings (Default gateway /
DNS servers).
For the installation it is necessary that the controller has a direct internet connection!

This is different to the information in your browser, because the browser runs on your

PC and uses this connection for searching and displaying the nodes.

If the installation was successful, you will get the following information:

Nodes added to palette

« modbustcp-server
e modbustcp-write

* modbustcp-read \

View Nodes Install
sort:| a-z | recent 5
Keyboard
Q modbustcp 412195 %
Palette

®© compactcom-40-nodes =
Acc

ess Anybus C ctCom 40 enabled devices to read 8yice information and

tion data i ces

N 1.01 BA 2years, 4 months ago install

& node-red-contrib-modbustcp &

Node-RED nodes for communicating with a MODBUS TCP Server.

» 123 B 1yearago

ANO009V5_2022/01 Weidmiiller 3%
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» Perhaps it is better to make a restart in order to take effect of the changes.

Yo © Help

-]
—

Metwork settings
Time settings
u-link settings

hawkBit settings

Web server settings

Firmware update

Factory reset

About

ANO0009v5_2022/01 Weidmiiller 3¢ 11
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5 Modbus TCP Write

» Access the IOT web server and open the Node-RED application again.

Bl u-create web - Home X Node-RED for Weidmiller u-co X
€)= ¢ @ @ 192.168.10.202/ 0/ | | | N

Node-RED for Weidmiiller u-control

Q filter nodes Flow 1

~ Weidmiller

(B [
= 8
= [

(B [

v input

At this point it is now possible to establish a connection to the Modbus coupler and perform read
and write actions.

The node used for writing data to the Modbus coupler is located in output -> Modbus/TCP.

v output

=

response

Oy 0n 0 02
R
o
g
=
by

)

=
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5.1 Write Single Coil

» The modebustcp node must be configured (double-click) as shown on the following image:

Edit modbustcp node

Delete Cance Done

v node properties

W lame write single il name shown on the node
W Topic

the type of data to be written, in this
iE Type FC 5 Write Single Coil v case set to FC 5: Write Single Coil
R Address 22768 in Modbus writable output bits start

at address 32768 (0x8000h)

R Server Add new modbusicp-server... "| Server: here is where the

Modbus/TCP server is configured

» Once you click the edit button you can fill in the server settings:

Add new modbustcp-server config node

&

W Hame UR20-FBC-MOD Your device name

W Host 192168.0222  |p (attention id manually set or DHCP)

R Port 502 Port (Default; 502)

A Unit id 1 (Default / only used for RTU devices behind TCP GW)

@ Reconnect Interval (s)

03 For the test setup

ANO0009v5_2022/01 Weidmiiller 3¢ 13
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This example shows how to use the node inject to pass a true (1) or false (0) value to a single

coil address:

v input

X

Ii
i,

status

.

B

bt

» Drag them on the Flow. To start editing double-click each of them.

Edit inject node
Delete

~ node properties

&= Payload = limestamp

flow.
= Topic

global.

! % string fer | 0.1
C Repeat o, number
¥ Name
{}JSON

Note: "interval | o1 puter
“intenval* shouid
See info box for  imestamp

¥ hours

Edit inject node

Delete

~ node properties

seconds, then

<

ind "at a specific time" will use cron

= Payload - B frue
true
= Topic
false
O Inject once after [ 0.1
C' Repeat none
W Hame Hame

First inject node
Second inject node

seconds, then

w

Note: "interval between limes" and "al a specinc time" will use cron

"interval” should be less than 596 hours.
See info box for details.

ANO009v5_2022/01
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» Implement connections between the nodes as follows.

» Deploy your changes to the controller.

~. Deploy —

a1 |

Once the changes are deployed the node shows a green little square indicating the connection to
the Modbus server.

@ Ready

At this point it is possible to write a single coil.

ANO009V5_2022/01 Weidmiiller 35 15
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» Check the web interface of your Modbus/TCP coupler via USB or LAN.

TRUE the led at the first channel turns on:

FALSE

ANO0009v5_2022/01 Weidmiiller 3¢ 16
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5.2 Write Single Holding Register

For this data type the injection must be a number:

Edit inject node

~ hode properties

(W)
47
[41]
4

i Payload ~ timestamp
flow.
= Topic
global.
[ 3, string ter 01 | seconds, then
C Repeat %, number ~
® boolean
% Name
{} JSON

ind "at a specific time" will use cron.

Note: "interval | o1 puffer
J& hours.

"interval” shoulg

See info box for,  fimestamp

Edit inject node

v node properties

(]
1"
9]
Lge

& Payload - 9

= Topic
O inject once after 0.1 | seconds, then
C' Repeat none ke
% Name

Note: "interval between times" and "at a specific time" will use cron.
"interval” should be less than 596 hours.
See info box for details.

15 o \\rite Single Register D

B Ready

ANO0009v5_2022/01
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Inside the modbustcp node the Type needs to be changed to Write Single Holding
Register:

Edit modbustcp node

+ node properties

W hlame write single registe

% Topic

= Type FC & Wrile Single Holding Reg

A Address 2048

N Server UR20-FBC-MOD vl | »

Register addresses are different from bit addresses!

Packed process data for outputs
- begins at 0x0800h (2048dez)
- data width is module-dependent
- byte granularly

(unpacked) process data for outputs

- begins at 0x9000h (36864dez)

- data width is module-dependent

- per module 32 registers are reserved / 0x20h offset per module
One register has 16 bits. If a write action is performed, 16 bits are written.

Keep this in mind!

ANO0009v5_2022/01 Weidmiiller 3¢ 18
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Writing 5 changes the state of channels 0 and 2. [decimal 5 = binary 0101 (LSB is right)]:

Module 1: UR20-8DO-P (ordering data)
General information

o Parameter

Channel 0
Channel 1
Channel 2
Channel 3
Channel 4
Channel 5
Channel 6
Channel 7

[ Channel 0 value 1)
Channel 1 Value 0

| Channel 2 Value 1]
Channel 3 Value 0
Channel 4 Value
Channel 5 Value
Channel 6 Value
Channel 7 Value

Writing 15 changes the state of channels 0 and 3. [decimal 15 = binary 1111 (LSB is right)]:

o Parameter

Channel 0
Channel 1
Channel 2
Channel 3
Channel 4
Channel 5
Channel 6
Channel 7

Channel 0 Value
Channel 1 Value
Channel 2 Value
Channel 3 Value
Channel 4 Value
Channel 5 Value
Channel 6 Value
Channel 7 Value

0 O O O =S = - -

ANO009V5_2022/01 Weidmiiller 35 19
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5.3 Write Multiple Coils

This type of writing is the same as single coil but with multiple values.
The inject node should be an array of binary values:

Edit modbustcp node

Done

v node properties

W lame Write Multiple Bit

% Topic

iE Type FC 15 Write Multiple Coils ~

A Address 32768

A Server URZ20-FBC-MOD ~| |

The Array function node defines and returns an msg object which contains an array in
msg.payload:

«~ function

function

temyplata

delay & o
true Array Write Multple Bit
trigger

Edit function node -
-
"
G
« node properties =
=
"| B
® Name : g
£
;.”a". i g

# Function

msg.payloads=|
msg

e A P

ANO0009v5_2022/01 Weidmiiller 3¢ 20
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5.4 Write Multiple Holding Registers

This case shows write operations to holding registers passed through an array:

Edit modbustcp node

+ node properties

W Name

% Topic

iE Type

A Address

A Server

true

Write Multiple Register

FC 16: Write Multiple Holding F~

2048

UR20-FBC-MOD

Array

Edit function node

v node properties

¥ Name

Array

# Function

1 msg.payload=[7,4,8,13];
2  return msg;

ANO0009v5_2022/01

[41)

Done

Write Multiple Register
' @ Ready

1]

Done

Weidmiiller 35 21



Application Note for Modbus/TCP implementation in Node-RED

Keep in mind that we are talking about registers.
The first array value is set to the first register, the next values of the array to the
neighbored registers of the same type.

But: we are using the register addresses for packed process data, so it depends on
the module arrangement as well!

How would the result look like if we have three 8DO modules?

]

=
=3
"
v |2
ke,
QL
S

Remember, for two 8DO modules we need 2 bytes (1 byte for each module) which are allocated
in 1 register.
This means, writing 1 register controls 2 8DO modules.

For beginners this is very difficult to understand but an important aspect of the Modbus
communication.

ANO0009v5_2022/01 Weidmiiller 3¢ 22
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Process data

@

Channels
8DO-P
0 1 0
1 1 0
2 1 1st 0
3 0 register 0
4 0 (16 bit) 0
5 0 0
6 0 7 from 0
7 0 Array 0

ANO009v5_2022/01

2

8DO-P

o

8DO-P

o o O o O -0 O

2nd
register
(16 bit)

4 from
Array

Weidmiiller 35 23
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6 Modbus TCP Read

There is no big difference between writing of coils/registers and reading.

Because of this we will use our Modbus server, which we have already configured in the first
chapter, and show only the differences without detailed explanations.

The node used for writing data to the Modbus coupler is located in Input -> Modbus/TCP:

Py

Devices Application Global variat

Q modb ® TEST

-

> Weidmdller

~ input

~ output

» function

6.1 Read Coils

This configuration shows how to read from Modbus node and print it in the debug view:

@ Connected

You need to activate the debug node in order to see the output:

P«

r g i
LS ,J] 4 L
-

@ Connected

ANO009V5_2022/01 Weidmiiller 35 24
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The Modbus node needs to be set to Read Coils:

Edit modbustcp node

~ node properties

% Hame Read Coils

% Topic

EFC FC 1. Read Coils v

& Address 92768

A Cuanity

@ Poll Rate i minute(s) b

@ server UR20-FBC-MOD v| &

IEEE-754
# Type <off= v

= Endian w
Quantity: Number of coils/bits that would be read starting from the Address value.
The output of this configuration would be an array that shows the state of the channels:

info debug

T all nodes

(=)

MS2015, 12:47:13 PM  node: c3f585%af 5658d

(=)

Read Coilz : mzg.pavload : array[a]

P [ true, true, true, false,
false, false, false, false ]

This output shows that channels 0, 1 and 2 are enabled (value 1 or true) while the other channels
are disabled (value 0O or false).

ANO0009v5_2022/01 Weidmiiller 3¢ 25
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6.2 Read Holding Registers

Settings for this configuration are as follows.

o e v |

@ Connected

Edit modbustcp node

Delete Cance Done

v node properties

¥ Name Read Holding Registers

W Topic

EFC FC 3. Read Holding Registers |+

A Address 2048

A Quantity 1

@ Poll Rate 1 H || minute(s) v

@ Server UR20-FBC-MQD ¥
IEEE-754

# Type <off= v

= Endian “

FC should be setto Read Holding Registers and the Address to 2048 as it is the start of output
registers (packed process data of outputs).

Type must be set to off if the decimal value is desired. Otherwise, the log would show a number
according to the standard IEEE-754.

ANO009v5_2022/01 Weidmiiller 3% 26
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Activate the debug node:

| Successfully activated: debug

o2
Read Holding Registers ~ ——  msg.payload |
- .

The following image shows the register value from the first holding register:

info debug
T all nodes
W92015, 1:06:01 PM  node: c3f589af 5658d
Read Holding Registers . msg.payload : array{1]
LT ]

=
=2
G
L.
9
S
)
=

ANO0009v5_2022/01 Weidmiiller 3¢ 27
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7 Additional information / ‘expert’ examples

All examples within the previous chapters are only for demonstrating the structure and function of
the Modbus nodes.

For production use it is recommended not to use several nodes for read / write functions which
are connected to the same Modbus/TCP coupler.

To avoid timing issues and errors when using more read/write requests, it is recommended to
configure one Modbus/TCP node and assign the desired properties to the msg. payload object
(address, function code, quantity, aso...) via a function node.

7.1 Read Example
Example flow:
experts: control ModbusTCP via Node-Input

timestamp = —— request e get once —_— Default - switch

timestamp - request - loggle —~

This is a small example flow which describes how to read coils and register dynamically by
different instances of one Modbus/TCP connection.

The Modbus/TCP connection has a default configuration with “Poll rate” = 0, which leads to the
fact, that this configuration is not executed itself.

Minimizing the use of the same configuration in different nodes leads to a more stable system.
Main advantage is that you only have one active Modbus connection to the Modbus/TCP Server.
In the example two functions are implemented, in order to define whether it is a single request or
a periodical one.

Following pictures will show configuration of the used nodes from left to right.

ANO0009v5_2022/01 Weidmiiller 3¢ 28
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1. inject node - normal trigger with timestamp / no configuration
2. ‘request’ function node - 2 variants — for coil and register functions

a. reading 8 Bits from starting address 32768 with function code 1 every 1000ms

#~ Function
1~ msg.payload = {
2 "name": "myTestRequestl”,
3 "topic": "8DI Bits",
4 "address": 5
5 "guantity": 8,
6 "dataType": "FC1",
7 "interval”: s
8« }
9
18 return msg;

b. reading 2 register from starting address 2048 with function code 3 every 2000ms

#& Function
1~ msg.payload = {
2 "name”: "myTestRequesti”,
3 "topic": "HoldRegister”,
4 "address": s
5 "guantity": 2,
6 "dataType": "FC3",
7 "interval": .
8+ }
9
18 return msg;
3. function node ‘get once’ - data is read / written only once
# Function
1 node.send(RED.util.cloneMessage{msg));
2 msg.kill = ;
3
4 return msg;

ANO0009v5_2022/01 Weidmiiller 3¢ 29



Application Note for

Modbus/TCP implementation in Node-RED

4. function node ‘toggle’ - first trigger activates / second trigger deactivates

& Function

1 let toggle = context.get( ' 'toggleState')||1;
2

3+ if (togele < 8){

4

5 msg.kill = true

B node .warn({ "deactivated’);

7

8- lelse]

9

18 node.warn{ "activated');

11

12+ }

13

14 toggle = -toggle;

15 context.set( toggleState’, toggle);

16
17 return msg;
18
19
5. Modbus/TCP node - only default configuration (example UR20-FBC-MOD)

ANO009v5_2022/01

~ node properties

% Name Default

% Topic Default

EFC FC 3. Read Holding Registers [+

# Address 0

M Cuantity 1

@ Poll Rate 0 ¥ | second(s) -

@ Server UR20-FBC-MOD | |

IEEE-T54
# Type =off= W

= Endian W

Weidmiiller 3%
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Edit modbustcp-server node

% Name URZ0-FBC-MOD
M Host 192 168.0.222
N Fort 502

A Unit 12 1

@ Reconnect Interval (s}

0.5
6. switch node - split requests to different debug messages

Edit switch node

~ node properties

W Name

Property » msg. settings name

*| = % myTesiRequesti - X

== || » & myTestRequest? —2 =

ANO0009v5_2022/01 Weidmiiller 3¢
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7. Debug node(s) - example for debug output messages

ZIZTI2020, 11:053 AWM node: fe1Tbbds. 1 eB0bE

toplic: T8Dl Bica®™

rpayload: array[8]

D: 0
1: 0
Z: 0
3t 0
4: 0
E: O
6: 0O
Tt 0
#gid: "fA6afaz.795bd7a"
2020, 110442 AN node: toggle
fumction
"activated"
22TR2020, 11:04:12 AM  node: ad39E2be d021d
HoldRegister : msg : Object

b { sectings: object, topic:
"HoldRegister™, payload:

array[2], m=gid:

"eTiedeTI.b49Ta" }
MR, 1970414 AN nde: sdlatibe aldia

HoldRegister : msg - Object

F sectings: ocbject
toplic: "HoldReglister®™

= payload:

"deactivated®

See additional warn messages for activating and deactivating

ANO009v5_2022/01

Weidmiiller 3%
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7.2 Write Example

Example flow:
timestamp L write : : Default
] . ] —
fimestamp A write
1. inject node - normal trigger with timestamp / no configuration

2. ‘write’ function node

2 variants — for coil and register functions

a. write a number 1 (dec) to starting address 32768 with function code 5

@ Name
write
#& Function
1~ msg = {
2 "name”: "myTestlWritel”,
3 topic”: "SingleCoil”,
4 address": s
5 “da:a ':r-'r_'lE-” “_l::_“,
6 "payload" .
71
& return msg;
g

allowed syntax for dataType:

« datalype
o "Coil* "FC5" "FC 5° &
= "HoldingRegister”, "FCE", ™
o "Coils", "FC15" "FC 15", 15
o "HoldingRegisters”, "FC16°, "FC 16", 16
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b. Write a number 5 (dec) to starting address 2048 with function code 6

W lame
write
#~ Function
1~ msg = {
2 "name' ‘myTestlrite2”,
3 "topic”: "SingleRegister”,
4 "address": 5
5 ‘dataType": "FCG&",
6 payload” ;
7+ 1
8 return msg;
9
3. Modbus/TCP node - only default configuration (example UR20-FBC-MOD)
Edit modbustep node
Done
~ node properties
W Name Defaul]
W Topic Default
= Type FC 6 Write Single Holding Red~
A Address 2048
R Server UR20-FBC-MOD w |
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